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How to add a digital certificate for a Registered User

Introduction

When a Registered User is logged in, they are able select a new and valid
VeriSign digital signing certificate to be added for them. There is no limit to the
numbers of unique certificate they can hold.

Signing Authorities and Administrators can upload new certificates to
themselves, existing Registered Users and Devices.

Identity Manager Login

e To add a digital certificate for a registered user you must first log into
the Identity Manager

e Tolog into Identity Manager see the “How to log into the Identity
Manager” user guide.

After logging in, Identity Manager will display all registered users that the
organisation has registered within the Customs Interactive.

"'\
Border Protection Service
manager t.« K )
Logged In: Steve Walsh Wed, 30 May 2012 11:35
[ — o | ~ |APP

Organisation Detail C| guide
© ORGANISATION: HICKSOMN FAMILY TRUST

ABN: 11160505101

TYPE: ABN Organisation

SIGNING AUTHORITY: Steve Walsh

ADMINISTRATOR: Mone

@ REGISTERED WITH CUSTOMS
The following users and devices have been registered to deal with Customs electronically on behalf of your organisation.

Filter Results:

Name +  Status Role Email

ADAM BLACK Enabled Registered User E2CCFUATS53@customs.gov.au
SAM PERERA Enabled Device E2CCFUATS55@customs.gov.au
Steve Walsh Enabled Signing Authority E2CCFUATS554@customs gov.au
Tony Travers Pending Registered User E2CCFUATS52@customs . gov.au

Showing 1to 4 of 4 entries
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1. For a Signing Authority or Administrator, on the Organisation detail view
screen click on the Registered Users name that you wish to add a new
digital certificate to.

If the user is not displayed because the list is to big use the Search Option to
find them. To do this you can enter any of the following details:

- Registered Users first name
- Registered Users Surname
- Device name

- Status

- ldentity Type

- Email address

2. Once the user comes up on the list click on the Users name.

REGISTERED WITH CUSTOMS

The following users and devices have been registered to deal with Customs electronically on behalf of your organisation.

Filter Results: adon
Name 4 Status Role Email
ADAM BLACK Enabled Registered User E2CCFUAT553@customs.gov.au

Showing 1to 1 of 1 entries (filtered from 4 total entries)

The users details view screen will be displayed.

3. Under the ‘Add Certificate’ section on the screen click the ‘Browse’ button.

NMAME: ADAM BLACHK

Lot &  Regstered User
Adrministraton
Sagning Authority UPDATE ROLE

© STATUS. " Ema Reason for cesabling usaer

Up 1o 30 characters can be antesad
[(DisaEE |

' CERTIFICATES:

The fcllowing cendcates haw bean registered for this usesr
Filter Results

MHame = Email Status Valid From Valid To Hey Usage Saerial Number
ADAM BLACK — E2CCEUATSSI@customs gow au ialid T May 2012 7 May 2014  OipitalSignaturs 123481911

HonRepudiation

Valid 7 May 2012 7 May 2014 T-evENciphenment 123481912

ADAM BLACK DataEncapherment

Showang 1 to 2 of 2 entries

@ ADD A CERTIFICATE:

To add a new cetficate chick the Browse button and select the cer fle. The cer file must be the authentication certificate for ADNM BLACK. Once the .cor file
has been selected, chick the Add Certificate buiton The page will refresh and the new cenificate will appear in the ks of cenificates shown above

Ercvese. [Add Ceribcate |

F RIGHTS TO APPLICATIOMS:

There are currently mo applications for thes Organisation
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4. Select the certificate file you wish to add to the user.

el o [0} (14

Border Protection Service

manager ia-.

Logged In: Steve Walsh Wed, 30 May 2012 11:35
= [App
Organisation Detail guide
© ORGANISATION: HICKSON FAMILY ] @ Choose file )
ABN: 11160505101 %ﬂl Desktop + - [ 43 || searcn 2|
TYPE: ABN Organisation
SIGNING AUTHORITY: Steve Walsh Favorite Links Name Size Type Date medified g
ADMINISTRATOR: None I Business Analysis i | WRIGHT Nathan
). Cert Archive ilul
0 ). Custems Applications Y IF
© REGISTERED WITH CUSTOMS Wit ' Public
The following users and devices have been regist|y Folders v B
Bl Desktop - l || Computer |
|EE WRIGHT Nathar
Name 4 Status I Public =l |
il Computer £ . Network
ADAM BLACK Enabled P Network
Microsoft Office Excel 2003
@ Control Panel R
£ RecycleBin 258 KB
|- BURN SEDL Microsoft Office Qutlock
CCER = N3 E

File name: - [MFese) v
==

Showing 1to 1 of 1 entries (filtered from 4 total entrnes)

© ADD A USER OR DEVICE

To register a new User or Device click the Browse button and locate the _cer file for the new User or Device. Once the .cer file has been selected click the
Upload Certificate button.

[ Browse.. Upload Certificate

5. Click on the Open button.

Window closes and the file path of the certificate is displayed.

@ REGISTERED WITH CUSTOMS

The following users and devices have been registered to deal with Customs electronically on behalf of your organisation.

Filter Results: adam
Name 4 Status Role Email
ADAM BLACK Enabled Registered User E2CCFUAT553@customs.gov.au

Showing 1 to 1 of 1 entries (filtered from 4 total entries)

@ ADD A USER OR DEVICE

To register a new User or Device click the Browse button and locate the _cer file for the new User or Device. Once the .cer file has been selected click the
Upload Certificate button.

V\corpnet customsiusers'C [ Browse._. | [ Upload Certificate
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6. Click on the Upload Certificate button.

REGISTERED WITH CUSTOMS

The following users and devices have been registered to deal with Customs electronically on behalf of your organisation.

Filter Results: gdam

Name 4 Status Role Email

ADAM BLACK Enabled Registered User E2CCFUATA53@customs.gov.au

Showing 1 to 1 of 1 entries (filtered from 4 total entries)

ADD A USER OR DEVICE

To register a new User or Device click the Browse button and locate the _cer file for the new User or Device. Once the .cer file has been selected click the
Upload Certificate button.

Vcorpnet.customsiusers'(| Browse... Upload Certificate

The User Details screen refreshes, and the new Signing Certificate is displayed
in the Certificates pane

NAME: ADAM BLACK

HOLE @ Registered User
Administrator
Signing Authority UPDATE ROLE
SEATIHS v ENABLED Reason for disabling user:

-

Up to 30 characters can be entered.

DISABLE
CERTIFICATES:
The following certificates have been registered for this user .
Filter Results:
Name 4 Email Status Valid From Valid Te Key Usage Serial Number
ADAM BLACK  E2CCFUATS63@customs govau  Valid 7May2012  7May2014  igtalSignature, 123481911
NonRepudiation
ADAM BLACK ~ E2CCFUATS53@customs.govay  Valid 7May2012  7May2014  ‘eyEncipherment, 123481912 |
DataEncipherment |=
ADAM BLACK ~ E2CCFUATS53@customs govau  Valid 29May 2012 29 May 2014  DiatalSignature, 123482050
NonRepudiation
ADAM BLACK ~ E2CCFUATS83@customs govay  Valid 29May 2012 29 May 2014  |eyEncipherment, 123482051
DataEncipherment 2

Showing 1to 4 of 4 entries

ADD A CERTIFICATE:

To add a new certificate click the Browse button and select the cer file. The cer file must be the authentication certificate for ADAM BLACK. Once the cer file
has been selected, click the Add Certificate button. The page will refresh and the new certificate will appear in the list of certificates shown above.

Browse.. Add Certificate
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If you wish to go back to the organisations user list, click on the organisation
hyperlink. In the example below user would need to click on Hickson Family
Trust.

Organisation Detail

© ORGANISATION: HICKSON FAMILY TRUST
ABN: 11160505101
TYPE: ABN Organisation

SIGNING AUTHORITY: Steve Walsh

ADMINISTRATOR: Nane
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